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This pager Ltriefly oescribes tne digital Integrated Fflight Control System (1F(CS)

- » developed tor the Jaguar Ffly-By-Wire (fBW) denonstrator gprcgramme, 1gentifying the
s : specification reguirements, resultani architecture, impiementaticrn and the incerparatea
self test capability. The redundancy management aspects of the IFCS are ogescribed -

- together with the techniques for providing the pilot with reievant 1information to
3 determine the If(S redurcancy status. Particular emphasis is given fo the software
definiticn ard preparation prccecures, ang the comprehensive in.egrity appraisal leaaging
to flight cleararce of tne systes,

fcllowing the extensive rig proving of the system, the early phases of tlight test were
very successfully carried out using the fired gain control laws. During this perioco a
m3ajor software update was cormenced to incorporate the scheduleo gain control Laws ano
to enhance the selt test capability. The scftware segregation introcucedg at this stage
iz described, tcgether with the experyrence cbtained 1n recertifying the system, Flight
testing cf the schedu'ed zontrol laws is continuinj, and the minor problems encounterea = -
are nentioned., A further software revisyron to 1inciude the countrolt laws for the
statically unstatle aircrat: 1s welt advanced, 3and the benetfits of software seagregation

s 3 igentifiea during this revisior are cescribeo.
3 Z The reliability of the aircraft and IFCS have provea, to date, to be excellent, Thus 3
. practical ir=-fiight results of the systems ability tc absorb and survive fault

congitions are mipimal. The recundancy management ang integrity experience provided Dby
the programne has theretore principally hbeen in the theoretical analysis supported by
ccntrolleo experimentation cn the rig. These exercises have highlighteg key areas of the
system and software design techniques which enable these aspects to be fully ana
3 ; economically evaluated. These areas are gescribed, with mention of how these techniques
e ' are beirg developed to simplify ano improve the exercise for future high integrity
: gigital flight control systems. 3

1. AIRCRAFT ANODO SYSTEMS DESCRKIPTION
T 1.1. Aircratt

The FBW Jaguar Jemonstrator aircratt is a mcdifiec single seat SEPECAT Jaguar. Internal
modifications were made 10 acccmmodate the IFCS computers and extensive instrumentatior,
and all ¢f tne original mechanical contrcl rods, autostabiliser equipment ano powerea
fLight control units were removed. A third Transfurmer Rectifier Unit (TRU) was addec 1o
cover the aoditional loading of the fly-by-wire system ang instrumentation, and revised
power Jistribution was introguced to meet the power supply integrity requirements of the

IFCS.
; fnree indeperdent 28V bus bars, each battery bdcked, are suppliea by the three TRU, and 3
— each computer of the IFCS corsolidates power from two of (nese bus bars as shown in

Figure 1,

The two engine driven hydraulic pumps were replaced by units with greater capacity, 2an¢
the emergency electrohydraulic pump was replaced by two pumps of greater capacity each
driver bty one ¢t the independent, battery backed, 2BV bus bars., These provide two
independent hydraulic systems, each with an ermergency supply primarily tc power the

{ flying control actuators, the syster including grovision for priority valves it foung
E necessary, The standard power transfer wunit, attowing transtfer of gower but not flurg
iy - between systems, is fetained. E

externally the aircraft is Llittle changed, though Llater in the trials programme leadiny
edge strakes will be fitted aluvnyg the anr irtake boxes. Pruvision 13is made ftor fixeo
. ballast tc be carried in the rear fuselage, and this together with fuel management
z procedures enable the centre of gravity to be moved att to give 3 manoeuvre point of
: -13T to -5%T. The leading edge strakes will move the centre ot pressure forward to give
a manoeuvre pcint ot -10XT,
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Figure 1 Flight Control System Primary Power Distribution
1.2. Integrated flight Control System
The system architecture shown in figure 2 was evolved to nmeet the ‘~llowing
specification requirements,
° Overall system Lloss probability (including first stage actuation) shall be no
greater than 1077 per hour,
PY Any two electrical tailures in the system shall be survived,
Y The electrohydraulic first stage actuation would have only twyu independent
hydrauli1c supplies with no interconnection between them,
Y The system shall survive a hydrauliu y em fa.iure tollowed by an electrical
system failure or an electrical failure followed by a hydraulic tailure.
Py The system shall rely on majority voting of the redundant elements for failure
survival rather than self-monitorine wilhifn each redundant element,
° Similar redundant digital implementation shall be adopted without any reivance on
any back-up flight controts (e.g., mechanical or analogue Links).

T

mmmim\ﬂ\uf.‘mmwlmiuhmwﬂﬂl.




TP,

—

s ) -
! 4 SERVO
r L L ORIVES
 eem—— SERVO . —)
AMP R
PRIMARY INPUT CONTROL N /
SENSORS - VOTING COMPUTING J- —-.:.// SERVO
\\h\ ///L/" “ DRIVES

QUADRUPLEX PRIMARY
INPUT SENSORS AND
FLIGHT CONTROL COMPUTING

ol
2 SERVO

SERVO DRIVES
AMP

SERVO
DRIVE L—.D‘—-——_4
VOTING

(-

TWO ACTUATOR

DRIVE AND

MONITOR

COMPLUTERS
SERVO
AMP

1

SERVO
DRWEL_—[:>>—_ ........ _
VOTING

Figure 2 System Architecture

These reqQuirements ted to the incorporation ot the duo-triplex actwation
developed by Dowty Boulton Paul, tc drive the rcudder, two taileron ano
control surtaces. The tive Powereo Flying Controi Units (PFCU) osre essentially similar,
with variations in valve ports, jack strokes and cdiameters. €ach PFCU, schematically
shown 1n Figure 3, contains six fiapper nozzle servc valves which convert electricat
inputs from the Flight Control Ccmputers (FCC) ang Actuator Orive and Monitor (omputers
(ADM() into nydraulic signals which are then wused to orive a pair of first stagye
spoci/control valves, fach servo valve 15 connected to twu pairs ot opposiIng pistouns
inside one of these first stage actuators. The pistons act on flanges mounted on t{he
actuator spocts, two pairs being used tu prevent assymmetric (oaving. Both flanges are
theretore driven by si1x pairs of opposing pistons, two pairrs from each of three serve
valves. A rechanical link between the two acCtuators ensures that the spcols and thys
the tlanges meve in unison, so that all six servo valve outputs are eftectively summreg
together. In this way fajiiures 1n at tlteast twt Llanes can be absorbea within the
actuators, the four good lanes overriging the tailed lanes.

system,
two sSpoiler

A separate hydraulic supply fteeds each trio of servo valves dassociated with the first
stage actuators arg s also rcuted trrougn the farst stage actuator to the
jack ot the conventional tandem power control wunit. Thus failure of
suppiy ¢can be toleratcd py the PFCUS in gddirticn tc at least one electrical failure that

affects the computing driving the side of the actuator wunaffected bty the hyOraulsc
fault.

correspgonadiny
either hydraulac

This actuaziun architecture requires & indegoenient drive sigra.s tc each astualor, but
the remaining integrity objectives do not necessitate ine cost 3anmg comglextty ot a tuil
s1x Lane system, The Fiight Control System (F(S) is therefore essentialiy a quadrupiex
gigital system with special facilities to provide the additional ingepencent arives to
the actuators. ALl mechanical rods downstream of the tram and feel yunits have been
remcves, thus there 15 no mechanical or i1.agependent back up reversion,

Quadruplex Posation Senscrs (QPS) are used IC sense pilot control gemgnds 1n terms of
stick, pedal and tram 1inputs ano Qquadruplex rate gyros sense aircraft pitch, roll ana
yaw rates. Four i1dertical digital FC( are used to process thece si1gnais together with
those from other sensors, The resulting commang s1gnals are used Lo controi the
actuators, To convert the quadruplex signals frcem tne FC(s into the sextuplex signals
requirecad by the actuators, the FCCs are supplemented by two ADM(.
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Figure 3 Duo-triplex Actuator Scheme

fFigure 4 shows the schematic of an ADM{ which receives optically coupled signals from
all four FCC, converts them to analogue and votes them to provide 3 consolidated,
essentially independent output.
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Figure 4 Actuator Drive ang Monitor Computer Schematic

The Jaguar FBW system <c¢onfiguration is illustrated in Figure 2 whichk presents a
simplified schematic ot the primary control path. In add:tion to the Quadruplex primary
input sensors, sensors of lower redundancy are used tor those functions which may be
necessary for optimum handling qualities but which are not necessary tor safe flight,
These are dynamic pressure, static pressure, 1ncidence and sigdeslip which are ail
triplex s»nsors; and lateral acceleration, flap position and airbrake position which are
duplex sensors. Triplex dynemic and static pressures 3re provideg by three pitot static
grcoes (the standara nose boom and twd Side mounted probes). Triplex 1ncidence ang
sideslip signals are provided by four Airstream Direction Cetector probes (ADD) mountea
arogunad the nose of the avrcrafe.

The FCS also uses a rumber of quadruplex and duplex discrete inputs for switching
furctions. A simplifieo overall System configuration is illustrated in Figure 5. (ross
lane data transmission is achieved via degircated, optically coupled serial oata links cs
shown in Figure 6. voting and failure rejection logic in each computer maximises the
system iaillure absorprion capability and ernsures the the system is able to survive two
sequential farlures of all pramary input anc feedback sensors. The system is Jdesigned to
fun synchronoustly, but has been cperated assynchronousiy for considerable pervods
without observable gegraocaticn of pertormance. A more detailed description vf the system
architecture and the system LRUs can be found in reference 1.

Tre syster inclucdes comprehensive Buiit-In-Test (BiT) features which were specitieo to
provide an accurate, decisive, and repeatacle method of measuring equipment functional
tharacteristics. In particular the 8lT is used to clear the system in the aircraft prior
to each flight thus i1ts integrity and fault detection ability have tou be compatible with
the overall integrity of the system, The tacility deveioped has met the objectives and
precvides an invaluable a1d to #CS commissioning on the aircrafi and reclearance of the
FCS following Line Replaceable unit (LRu) changes, A pilots (erntrol and Switch Panel,
shewn in Figure 8, provides system status indication to the prlot, Status signals frorm
the Fflight (ontrol Computers are consolidated to 1liuminate a STATUS amber warning
(first tailure) or red warning (similar secona fai1lure). The pilot may attempt & reset,
when an amber warning is given, by pressing the STATUS button., If the detected disparity
is no longer presenrt the system will return to fuil operation status ano the warning 1is
extinguished. A red warning 1innibits the status reset facility, Separate status
indicators are previded fur the secondary senscrs. The panel also carries the au.opilot
engage buttons, the BIT initiate button, a facility to setect diftferent ccntrol Llaw
gains, and power switcnes to 1sc.ate the supplies to the computers to enable pre=-flight
theck of the power suppty consolication within these units.

The FCS EqQuipment has been Jeveloped to praduction stenaards, as shown in fFigures 7, 8,
% and 16, ond qualificatior tests have been completeq.

oo ot

o1l bt

o




RO Rr

Figure 5

GiaGhIsTZ

CiSHLAY UNIT |-oem—r—— | |

CONTRGL
PANE L

PI*IH STIZK
KOl STICK &ND
RUDTER PETAL
SENSIRS

FLGHT CONTRCK
COMPLIER

FA r(; !

S &
ACTUAIGR

MINITZR
SOMPYT o

PITIH AN -3 L.
AW 1R M 44
SENSONS | |
i
PIT
RCL. P-1CH 3|
and vaw _._? C |

AE AYRnS
RATE 2vRCs |

| aE— : !
INCIDENCE . : .
AND _,_‘i*l
S'CESL P !
SENSORS ™ :

—

LATERAL

ol
G 1
=== B | ; | |
Lo

oo
-—— !

AIR Dala -

_._l..l_; 4
acCELEROME TERIT T

ACTJATOR
DRINE AND
MONI T

~onftes

2

]

€USHT CONTRS .

"1 <iwPUIER )

e,

FUSHT CONTRL

AUTOPLS? 3 COMPUTER &
seNsors [
|
| S —
.
I
4
:
- —— -

| TAILERTN
SERVD
ACTJAYOR |

“q  RUDUER
PEDAL
SERVO

Flight Control

System Configuration



ks i< © = ey Mg =

cr- - - - S~ - --T-T T TS T T T T ==
' FCC1 - ——
| i 0P a N '
I ™ Csaator N
o | a-3 Noita, / CPICAL b ZONTROL
ENSC ——I vt Ry On AN 1 TER K [Pyt oM OATDN ) —ed T e
| \
oPICaL | . !
i 1501 atOn \ N, !
Lo __ L.
| Fec 2 [ —— et e S
| fms) )
" ~ DGty M
! 7 v . -
i "/ “OLAIOR ; . RECEITER \\‘—
SF NSCR | a7 ‘ ey — PTAL | o ! (7Y LOMIRO,
: ‘ o oNvERS N —:nw-rvruR suator | Lo "™ receveh COMLO DAL 0N AWS
] | 1 o
! \,.,I OP1CAL N O:GITAL
| SO0, ATOR A U RECEIVER
i+ FCC 3 —— e .
| i orixa. : L
| as B
NCR | Ao l St ~ SPiia i
SLRE s ANV ERS.ON - Sama - SOREC, CAT DN
0 oA / !
REIEICIR |
- i
_____________ —
S |
B [ AT TR 5 |
- RECE1ER \\' !
BENSCA '~cm\um~ e L e
-1 !
Liaa g :
fFigure & Optically Coupled (ross Lane Data Transmission
Figure 7 Actuator Drive and Monitor, and Flight Control Computers

Lt e

ol s o i

3
=
3
El

il

ot s sl e




P Kt LA B i L
. u -

R T Rl Lt o,

"IONZMY .

ST TR TRRE) (PTETY TR

Pilots Control ana Switch Panel

2
1

E
3

oot o

il 1




19
Weenaves
e
.- AW TT
ARV
TORR IR 4
=t \\-7-_..-.5-.1’
’ s .
fc -~ = c‘.;.(:&-..,
”r . - T,
= ggialsaandt ! “—"i
CE Y
~4,
S AN
wwmmen=sy Q@ rY I H
PUSPYTEF IR . - 3!-;—...
-3
?
B figure 9 Typical Computing Module
.
e e wat




Fower Supply UuUnit

Figure 10



e

.

- HH!‘WMW iy

19-1]

<. FLIGHT RESIDENT SOFTwARE

2.1, Introduction

f'\cth the system specification requirements, and cost/timescale considvraticns oictated
the use of commen high integrity soft-ware wn ail Llanes ot the fCS. There is, therefore
the possibility cf intreducing design Limitations via the software that coulo result in
4 wcmmon movde malfunction of the system ond a subseguent safety critical loss ot
control. To contain this problem software structures and design procedures have been
evoived over several digital FCS programmes. Thes: maxijmise the visibility of the
software to facilitate thorough test and functional augit uduring the cesign phase. These
are supplementeg Ly ciear requirerents getinitions, getadled Jocumeniation, and ri1gorous
production and cchtiguration control procedures.

2.2, Flight Scftware Qrgarisatieon

The real time control s achieved ty a hardware Master Reset Time: whaich calls a3 non
interruptabie Executive. The Executive then calls the Frames (processing time slices
containing related tunctiona! modules) 1n a defined sequence to provide the required
iteration rates for the various computing paths. Each Frame typrcally contains control
laws, with related signal! selecticn and logic module furctions, 8nu consists ¢t a4 set ot
program moacies eath detrn:ing a tunction that s eastly acfrree, Nmiierented, terted and
avditea. lhe worst case run time ot 4 Frgme 1y cortroilea at the agesign stage to ensure
that the ccmputing task 15 c(ompleted betore the Masler Resel Ouccurs, Should ary tault
occur that Causes the Frame rup time to exceed the Master Rese: time intervai, thys s
detected ang flagged as a computer fauit,

The structiure ot the TLIght resident program 1§ shown sihematically e Froure 11,

CONTROL FLOW — EXECUTIVE & FRAMES

e

SYSTEM MASTER
START RESET
— FEO
« FET LOB
FE2 LOC
e |
- FE3 [ oo >
C I
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Figure 11 Flight Resident Proaram Structure
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vE R 2.3, Flight Software Developmen* Process

The key documents controlling the scttware design are the Software Requirements Document
(S/D) and the Software Structure Document (SSD), prepared 1n conjunstion with BAe from
their basic software specification, control law definition and interface documents,

The SRO uses crglish tanguage and program statements to define the design
) implementation. These stdtcments are formed to eliminate definition ambiqQuity ara form
e the basis of definitive software design specifications which are testable to prove the
accuracy ot the definition,

wrg

The S$S0 defines the running order of the modules within the program sSegments, The
structure 15 designed to ensure that chronological tiow of data trom input, through
pProcesstay, te cutput is 1n strict seguence,

An important aspect ot the initial software aesign process 15 the detinition,
optimisation and validaticn ot the frequently wused algorithms, particularly those
associated with system integrity such 3s signal consglidation and monitoring. MAvV
developed 6 diffesrent voter monitor algorithms to cover the range cf analogue ana
discrete sigrals a3t varicus redundancy levels, together with many other t:iiter anog
schedule routines,

3
]
3

Lt

The codes of practise used in designing and testing the Flaight Resigent Software FRS are
B : . gefinea 1n the Programmers Manual ana the Testers Manual. These also define the

grocedures arc aciumentaticn reguirements for configuration and quality assurance
(antrol,

scr structure, tnput/2utcut requirements, ang the t1ask ori1entateg

The target proces 4

iwnstryuctiern set, are alsc ragorcusty detiyned, E

The everail sotievare deve.cpment proless 15 shown dragrammaticaily n faigure 12. The 5

c fiware requ'oerents Qgocuments are interpretea to produce software moduie Design 3

. wecrivsgteers, which include definition o¢ the module Implementytion in the form cf 3

FORTKAN Sta.cerenis, These hiah level language statements are ther cogel inrtc the macro

asce~tler ctatuments used by the FIC processor, supported by FORTIRAN comment statements
te 'mprove code visybaiiaty. A Library; of well prover macros has been estiblisheg which

' SOFTWARE [~~~ |
. REQUIREMENTS [~ E
_ : DESIGN i
SPEC ;
REVIEW B
SYSTEM DESIGN ——
ANALYSIS ] sPeCc [T SYSTEM
TESTS
£ ] MODULE I
TESTING
4 T MODULE |
PROGRAM MODULE erer |
CHECKS
|
!
ASSEMBLE CONFIGURATION _J
MODULES CONTROL
f ) CHECKS
E LOADER i
3 VERIFICATION |
e
. LOAD - HARDWARE / '
b SOF TWARE SOF TWARE I
E INTO INTEGRATION
3 HAROWARE TESTS
- 1
3 figure 1¢ Software Development Process %
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covers some 70X of the dJata management and contrcl Law software requirements, A

. corresponding Design Report 1is produced Listing the assemblea code for the module

- together with details including run time, storage requirements, aesign programmer, -

2 module ident, progress card reference, and relevant design calculations. A Module Test E

y : - Specification 1s written by another programmer whc has neither designed nor coded the

relevant module. This proceaure mininises the possibility of carrying a module design

4 - error through to the test specificatiorn, The module code 1s then tesiea on a host

: : computer using the specifiead test harness, and the results are recorogea in a Moogule Test
Report,

The module documentation 1i5s auditea by senior programmers to ensure that the coae

accurately represents the aesign requirements and that all design ruies such as single ]
. entry, single exit, all decision Logic in the forwaro directicn etc. have been observea. g
- The audit also ensures that the test rutes have been foliowea 1including all paths )
- through the module have been exercised and thot sufficient inteltigenr testing has been

3 - defined to check overflow/saturation conditions for the module, The test results are
correlated with the test specification regquirements to ensure all tests are complete and

accurate, and the documentation i1s checkeg for completeness. -

. - when all the mcdules are completed the code 15 assembled into the frames ang then the

= fulL Flight Resident Scftware (FRS) with similar testing, reporting and audit at each
stege. £€na to end tesls are carried out on the fully assemblea programme using the host
computer vefore generation of the PROM dgevice c¢ode for transferring the FRS to the
target computers. At this stage the Quality Assurance department complete their augrt of
the scftware preparation process, check the PROM device code review the design ang
configuration aocumentation, ana if all 1s satisfactory release the software for formal
issue. {

The development angd testing of high sptegrity FRS for Flight (cntrol Systems has been
carried out on several hcst computers wusing '1n house' developed software tools 3
progressively enhanced, and proven by duplicate assembiies on successive host computers. iy

E: The result is a suite of well proven support programmes, These programmes include the
: macro expander, 3ssemtler, simuiator, PROM code generator andg test result annotator. E,
€ach includes routines to check valic usage of instructions, storage, wOrk space, run 4

1 time etc. Any deviation from the rules 1in these areas 1nhibits the generation of the
finai code ana the PROM device code.

The SRD, SSO, oesign anc test document:, Prograamers ana Testers Guides, the generateo
2 code and the host computer software are under strict configuration control from the

i e BN

initial dissue, Changes can only be irnircduied by furmac (hange Kequests wnich are
) - . authorised oy the Chiet Programmer and the Project Manager. Build Stangards iaoentify the i
f documentation i1ssues and Change Requests applicable to each issue of tne software. i

The production of the scftware is controllea using Progress cards which are identical to
those wused for controlling manufacture of hardware. These cards create a historical
recoro of all stages ot the software gevelopment, snd the 1dentiivies of the programmers
completing each task, ALl relevant (hange Requests are recorded on the card which can be
used to trace the development of the module through alt design, test and analysis
phases.

Strict adherence 10 the above techniques generates highly visible FRS, fully auditeo,
well tested andg 1nherently of the required integrity.

3. INTEGRITY APPRAISAL

The complexity, ncvelty and specified requirements for the IFCS necessitated a ma)or
work programme to appraise the resultant integrity. Tne technique employeg analyseo the
system integrity assuming perfect implementation, and subsequently augited the
implementation to assess the effects of possible faults and ogesign defects.

The integrity of the I1F(S is primarily determined by the system architecture, Therefore
the elements of maximum concern are the poINts where the reodundant lanes are
consolidated or otherwise connected, together with the potential for commun moae safety
critical design defects in the hardware, firmware or software.

The appraisal was carried out using both 'bottom up' and 'top down' analyses, and since
- some of the ssues involved could not lead to wusczabte quantitative estimates of risk,
- qualitative assessments were also necessary.

A )

The Mmain elements and nteractions of the appraisai/audit methodology are shown in
L fFigure 13 ano included:-

. l
1) 100% coverage single fault failure Modes and Effects Analysis (FMEA). '

g - i) Muiltiple fault FMEA for specific combinations. :
i flight resident softwarte audit, I

iv) Appraisal ot special areas. o

' v) Configuraticn inspection, H
vi) gualification programme, :

vii) Burn-in preogramme,
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fFigure 13 Integrity Appraisal

These primary elements were Supported by

a) Module, chassis and LRU FMEA,
b) Microprogram appraisals,

<) Voter/monitor appraisals.

d) Tolerance analyses.

e’ B1TE coverage analyses,

f) System architectu~e analyses,
g) Reliability analyses,

puring the course of the arpraisal detailed technicai evaluations of various features
and functions of the I1f(3 were made. The requirements for these evaluations were
generated mainly from the FMEA activity, and by BAe as a result of their test
activities, These evaluations were reported as a series of Technical Appraisals apgended
to the overall integrity report, and their resul*s incorporated inte tae risk
assessment.

The integrity appraisal was conducted by a team with specialist kncwledge of the
equipment design, but to ensure rigour in the apprajsal they reported to an indepengent
authority consisting of senjor engineecs from MAv and BAe,

An essential part of the system clearance depended on the extensive emulator, rig and
aircraft testing carried out at BAe, Warton., During these exercises, any unexpectea
observation that could not 1immediately be explained by the personnel involved in the
test resulted in the raising of a formal query. A written response to every query,
approved by both BAe and MAv, was a mandatory requiremcnt for final Q.A. clearance of
the aircraft for flight.

A fully detailed description of the system integrity appraisal can be found in Reference
2.

4. FLIGHT TESTING

Ffollowing extensive rig and aircraft ground trials, including a considerable amount of
electromagnetic compatibility (EMC) ar. ,ower supply transient testing, the first flight
took ptace on 20th October 1981, Fi¢ - testing of the fixed gain control laws was
completed in 13 flights, compared with .ne 14-22 flights budgetted., The afrcraft proveo
easy and straightforward to fly with excellent FCS reliatility, The flying rate of the
aircraft was never Llimited by any obroblems within the FCS but solely by the targe
amounts of data to be asnalysed between each flight.

puring this & month period only one FCS LRU was exchanged oue to a defect., The LRU
chanye was prompted, during routine servicing, by BIT detection of a spurious cross lane
data transmission malfunction., No in-flight ccmputing malfunctions occurred throughout
these trials. A single inflight fCS feilure warning occurred just prior to Llanding on
Flight 13, caused by a delay in the quadruplex switch on the undercarriage selector.
This switch is a standard Jaguar part, and the possible delay between operation of the
two pairs of switch contacts could exceed the time specified in the interface cocuments.

The FCS detected this delay on a8 stow undercarriage selection ana correctly diagnosed a
virtually simultaneous similar Jouble failure resuiting in an FCS RED warning to the
pilot. However the redundancy masnagement logic successfully dealt with this situation
and provided the correct mode selection to the control lLlaws and an otherwise uneventful
landing was achieved. After this particutar flight, the in-flight 81T fairlure
identiftication table (FIT) was interrogated via the system Diagnostic and Display uUnit
(bbU) and immediately identified the cause of the warning., Recurrence of the problem was
prevented by a software change to 1increase the acceptable time delay between the
operation of the switch contacts. Pilot confidence in the serviceabiiity of the system
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- : prior to each flight was enhanced by the thorfoughness of the BIT function which is a <
i pre-requisite for system engagement, For this demonstrator aircraft, the BIT requires
pilot interaction which could be automated to a large extent in a production aircraft
environment, However, even this BIT could be completed in about three minutes.

fFor furtner details ot ground and initiel flight testing of the IFCS sec reference 3.

5. SOFTWARE REVISION AND FURTHER SYSTEM TESTING

5.1, Scheduled Control Laws for Stable Aircraft

Immediately following certification of the initial issue of FRS, a revision was
T commenced tc incorporate scheduled gain control laws, to enhance the BIT function ano to
- rectify probitems encountered ocuring the e¢arly trials which had not necessitateg
- immediate correction. This prcved to be a very extensive modification exercise resulting
p . in charges to some 75% of the 400 mooules cemprising the FRS. However the timescale ano
b cost of preparing the new issue was very much less than for the initial issue, ang by
- buitding on the system integrity appraisal techniques established for the previous -
system standard, the certification was achieved with tess than 20X of the effort
= ‘required previously. The major changes in system pertormance required were achieveg with
only the singie hardware modification which ¢hangeog the contents of the programme store

devices.

Recognising the nroblems of cost, timescale and inteority, associr3ted with software
aodifications, it was agreed at this stage to be cost effective for additional software
’ segregation to be introduced to the FRS. Tre 21k woras of scftware required were
E partitioned acrors 26K words of store, This was organised not ¢nly to proviue software
’ segregation at moaule and segment Llevel, but also to contain gifferent sections of
software within separate programme store devices. The objective was to enable future
software changes to be contained to a minimun numoer ot software modules and programme
o store devices. Thus bit for bit comparison of successive FRS assemblies woulog easily
E identify the change areas ana enable subsequent verification and validation to be more
localised than could be justifieada 1t the new assembly changed all ¢f the programme store
instruction lacations,

5.2, Lightning Testiny

Lightning protection measures were dJdesigned dand Ouitt into the FCS ana 11's aircraft

interfaces, and wextensive EM(C susccptibicity, buitk current injection and transient

testing carried cut before the first flaight, However, the effects of a Lightning strike
{ on an aircraft are wunpredictable due to the compiex 1interactive effects of the
: structure, equipment Layout and cabie runs, Thus for the eariy flight trials tne
aircraft wa3; prohibitea from flying in areas where Llightning activity was Llikely.
E Subsequently a series ot simulated whole aircraft (ightning tests were carried out to
- evaluate the effectiveness nf the design to protect the FCS from large electromagnetic
pulses and thence to obtain a relaxation of the flight restrictions,

In zonjunction with the Lightrning Stuares Unit from C(ulham (UKAEA) and RAE Farntcrough,
the tests were carried out by BAe Warton., The simulateog lightning pulses were produced
by discharging a high voltage, high di/dt generator into the aircratt at the base of the
pitot probe, Conductors forming s frame around the aircraft were tonnected to various
parts of the aircratt structure, e.g, tail cone or fin tip, to form the returen path for
the high current pulses and create the required electric field around the airtrame.
Extensive monitoring was employed with thte measured results being transmitted to the
screened recording room via fibre optic dats (inks, Further oetails of these tests can
be found in references 4 ang 5.

Test pulses up to BOKY and 100KA were discharged into the aircratt configureg into an
effectively 'flight-ready' cunoition, with clectrical and hydraulic systems powerec ana
the FCS operating. These pulses represent moderate to severe Lightning strikes yet there
was no measurable or observable corruption or interference of the F(S function, This
has genecrated considerable confidence in the design techniques used to provide lLighitning
protection for the F(S on the Jaguar airiraft, but extrapolation of the results s
necessary to prove the case for rescinding the flight restrictions, MAv are extending
these tests by subjecting representative 1Interface circuits to transient voltages
defined by Culham as a result of the measurements taken during the whcle aircraft
Lightning tes*s. These transients are essentially single pulses but with controlleao
rise, decay o ) damping chararteristics to accurately simulate the extrapoiLated effects
of an extreme Lightning strike.

- The Jaguar Fly-By-Wire Demonstrator subsequentiy became the first aircratt to fly after
being subjected to whole aircraft simulated lightning tests.

5.3. Flight Test of Scheduled Control Laws

3 The rig and early aircraft ground trials of the scheduled control i1aws detected seversl

i peculiarities and faults., Intermittent data transmission errors were detected during

e .- BIT, and an nitially inexplicable incorrect FCS status was cccoesionally seen at the end
9 of the pre-flight 81T, Several in-flight secondary sensor failures were also reccrded.
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The majority of these problems were easily identified and diagnosed by use of the 81T
and interrogation of the Failure Identification Tables., These were corrected by
attention to screening and changes of secondary sensors. However, after several early
observations the problem which caused the incorrect post BIT status of the F(S became so
infrequent that efforts to capture the history ot events leading up to it were
unsuccessful, Resolution of the problem prior to commencing the flight testing therefore
became dependent on theore.ical analysis of the software to predict the possible
causes, The structured form of the FRS, and the achieved visibility of the code, enabled
the 1investigation team to establish that there was only one possible way fcr this
situation to develop. Subsequent review of the recorded facts on the incidents, and
controlled tests, demonstrated beyona reasonable doubt that this analysis was correct.
The situation was caused by oc¢casionally adopting an incorrect procedure that could only
be initiated when particular test equipment was connected to the system, and therefore
could not occur in flight.

The objective of this phase of flLight testing was to assess the aircraft handling with
scheduled control Llaws, check training and sgin recovery modes and complete the fLutter
envelope expansion witn a8 modified standard of tailplane antuator. Testing of the
aircratt continued with stores to reduce the manoeuvre margin in preparation for
subsequent relaxed stability and unstable flight trials. At the time of writing this
paper these trials were approaching a successful conclusion,

S.4. Scheduled (Control Laws for Unstable Aircraft

further revision of the software was required to incorporate the control laws to
optimise aircraft performance in the wunstable configuration created by addition of
ballast and fuel management techniques. This revision required much lLess change than the
previous revision, therefore overall comparison of the tasks cannot be used to assess
the benefits obtainable from the introduction of segregation. However at the individual
change level, clear benefits have been obtserveoa. This is particularly the case for late
changes or c¢orrections which could be isolated to 3 single programme store device
change.

significant reduction in FRS modification time, PROM c¢ode generation and hardware
reprogramming has been achieved., Combined with increased confidence in the figelity of

the unchanged parts ot the programme, these have dramatically recouced the time to
introduce and prove Llate changes 1immedijately prior to the tormal validetion and
verification process. As yet the proyramme has not reached a stage where formal

recertification of the system after a small FRS revision has been attempted. It is not,
theretore, possible tc state the benefits that segregation provides for this attivity,
but it 1s preaicted that these could be very significant,

flight trials of the unstable aircraft control laws &are scheduled to commence in June
1983, with aircraft centre of gravity being progressively moved aft (0 introduce
negative static stability.

further minor changes to the control laws are now being defined to optimise the system
for flying the aircraft with the leading edge strakes fitted, These trials should take
place later in 1983,

6. EXPERIENCE OBTAINED IN DIGITAL FCS DEVELOPMENT AND
CERTIFICATION

The principal aim of the Jaguar ODemonstrator aircraft programme has been to establish
the feasibility of Figh integrity digital fly-b,~wire systems for future production
aircraft, and hence reduce the development timescales and risk for such programmes. In
fulfilling this aim, comprehensive development, validation and certification activities
have been completead to a oepth that has confirmed the major problems and identifieg
practical if not optimum solutions,

The novelty of the system is essentially the use of digital computing therefore the
prinsiple experience gained has been associated with softwace design and certification
for very high integrity applications, This is summarised in the following paragraphs.

6.1, Software Requirem2ants Definition

Analysis of the 1300 (hange Requa2sts raised during the early phases of FRS development
shows nearly half were required because of changes to the specification or
misinterpretation of the requirements documents. Significant cost and time savinygs can
therefore be achieved by ensuring an acvurate and unambiguous definition of requirements
earty 1in the programme. Since some changes of definytion are inevitable, particularly
for a toally new aircraft programme, structuring and segregation of the software to
minimise the rework necessitated by the more probable areas of change also improves the
efficiency of producing the FRS,

6.2. Software Segregation and vVisibility
visibility of the FRS structure and code is a pre-requisite to subsequent modification

potential, analysis of problems found during system testing and subsequent integrity
audit of the software, The production of structured, modular software with stringent
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gy procedural, documentation and configuration control can be tedious and is expensive, but 3
g no nther technique nas yet been established which can enable adequate integrity of the =
B resulting software to be determined. -

‘2 C - 6.3, Programme Store and Run Time Contingency E

Minimising programme store and run time constraints reduces the problems 9t preducing E

T . the first issue of a real time software programme. €ven greater benefits are found when 3

nodifications are subsequently required. Therefore to keep total development costs to an

acceptable level, and also maintain visibility of the final software, considerable

attention must be given to hardware capability and software design and structure, (ost

effective contingency allowances must be made available within the segregated programme

3 ’ store and the segmerted software run time structure to allcw future modification without

= the knock on effects of restructuring hardware and/or software or total re-allocation of
the programme within the store devices,

.4, Integrity Aucit

= The Jaguar Fly-By~-Wire programme has ceveloped integrity audit techniques and procedures
,; which have enabled the aircraft to be cleared for flight without having to compromise
E - s any of the original requirements, The success of this aspect of the programme has been
- aependent on many factors including:-

- PY Incependent auditors

° Structuring the inteqrity analysis to¢ assume perfect implementation, then
= assessing the probability of defects in tha identified critical implementation
teatures,

Y Correlation of results from both 'top down' ang 'bottom up' anaiyses
Y {onstructive use of emulation and control flow analysis techniques
[ ]

Pedicating Senior engineering resources to complete a thorough integrity
appraisal,

 J
3 6.5. Development Tools
3 The task of developing ano validating high integrity digital systems c¢an only be
achieved 1in practical timescales 1t adeguate 1tnols are made avarlable., Powerful, =3
= efficient and well proven software tools are necessary to contain the task of software =
3 production, testing and cenfiguration control. Sophisticated rig facilities are =
essential to enable thorough testing ot the full system executing representative flight >
: tasks in real time, Reliable %arcware, with depenoable BIT, supported by comprehensive =3
by - data acquisition and processing facilities enoble extensive testing to be carried out in E
. | realistic timescales. The hardware and software techniques developed by MAy,
a i complemented ©y the OBAe developed rigs, emulation and dat3 acquisition systems, have
i 1 identified and assembied a powerful capability for developing future systems,

7. OEVELOPMENTS FOR THE FUTURE

Plans are now being considered for extending the role of the Jaguar Demonstrator
aircraft beyond the strakes flight test programme. However any resultant programme is
likely to use the aircraft to investigace control techniques rather than concentrate on
fF(S development. In gencral, therefore, further software development is expected To be
cost constrained to minimum changes within the existing definition, Structure and ]
producticn techniques.

Extensions, adagtatiors and enhancements ot these technigues are theretore being
associated with new programmes such as P110/ACA. Building wupcn the experience
established prior to, and during, the Jaguar programme, the following software
specification, crganisation aro coding concepts are now being evaluated.

7.1. Software Requirements Definition

The software reguirements definition c¢an introduce problems in three ways = errors,

omissions and ambiguities. Improving the methoos of definition can do nothing to prevent

errors resuylting from incorrect oassessment of the aircraft characteristics or the

control task, but it should be possible to reduce the remaining sources of problens,

- Most of these are 1introduced at the boundaries between data bases, Transfer of

information from the control law designer, to the requirements documentation, thence to

the detail software control specification and eventually the code and Llest protesses,

alt potertially introduce translation errors, misinterpretations and cmissions,

Consideration has, therefore, been given to techniques which improve the visibility of

P - these translation processes and provide scope for more automated correlation between the

. initial reyuirements and the final code. Writing the initial requirements document in

~ = machine executable statements enables the definition to be exercised against the

= = aircraft model, and suhsequently the performance of the ftinal code can be checked

g against the same model. (orrelation ot the results should then rapidly detect any errors

k. - that have been introduced. Adoption of a more 'top down' approsch to producing software

F requiremets documents should minimise omissions within the detinition and should also
provide o more ordered and perhaps more efficient structure,
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7.2. Segregation

Extension of the software partitioning already practised can provide further benefits,
particularly where the FRS development s to be carried out by more than one
organisation e,g. task sharing between avionics supplier and airframe company. As a next
step, segregatijon of the software into two or three essentially autonomous sections is
proposed. These would cover for example Executive and Date [/0 <(type A), Data
consolidation and system monitoring (type B) and Control Law tasks (type C). Each would
be allocated segments of the programme store and frame run time, with communication via
nominated locations within the scratchpad. ALl work space Locations wuuld be read/write
protected to minimise jlilegal data transfer in the event of hardware faults or sottware
design errors. With this structure the software can be ceveloped by separat teams with
reduced short term interaction. Since the type A, and to a slightly Llesscr extent the
type B, software will change very Little for a given system, the control law changes can
be contained within the type ( software (perhaps 30%X of the programme) with very high
confidence that the integrity of the remainder of the programme has not been
compromised.

7.3, Task Orientated Prcgramme Language

The stanmdard macro Llibrary used for the Jaguar FBW software is being extended to cover
tne majority of the tasks required by the control law designer. By using macro names and
parameters which are familiar to the controt |aw designer, 1incorfporating scaling
functions, anc¢ providing data fetch and store facilities a8 task orientated Flight
Control Language (FLICOL) has been crested., figure 14 shows an example of a control Law
path written in this language demonstrating the visibility that can be achieved,

W.=012
Kxi.z06
KODay:=0 0%
GEY r

GAIN (Kr)

0 WASHOUT (333}
SCALE (50)
PUT HOLD1
GET X1
GAIN (Kx1)
SUM (HOLD 1)
PUT HOLD 2

GET oy 6
GAIN (XODay) [TO—} DKS

F11 WASHOUT (200)

10
[_r_ 333s

143338

F12 F13

1
140-04s

F1 SCALING

SCALE (2-0) - sgan
SUM (HOLD 2) [EL]__@_J_ 20s . |
1
F12 LAGY(O U4) 2 + 208
F11 SCHED! (150 0,400 0,10,01,650 U, V)

PUT ZETA

Figure 14 Example of Flight Control Language (FLICOL) Statements

The support tools for this lLanguage are based on those presently developed and well
proven, providing a relatively simple transiation to the selected instruction set of the
target processor., These tools <c¢an include engineering calculations to relieve the
programmer of tasks associated with gefining tilters, voter monitors, rfate Llimits etc,
which are functions of iteration rates.

FLICOL c¢an also be developed as a systems ximulation Llanguage., This coula ltead to a
situation where the control laws developed on the simulator can be directly translated
to the programme for the target processor without the need for source code thanges angd
thus reduces the possibility of introducing errors or misinterpretations,

7.4. High Order Languages

The macro assembler lLanguage is cnnsidered a highly visible, efficient and safe approach
to producing high integrity software, particulariy for special purpose processors with
instruction sets optimised for flight control applications,
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The use of general purpose microprocessors, high order languages and compilers for high
integrity applications has caused concern because of the lack of wvisibility of the
device structure, microprogram ana compiler ‘optimisation' routines, With the
development of task orientated microprocessors such as those implementing MIL=STD-17504A,
and corfresponding Languages with more formal verification such as JOVIAL and perhaps ADA
these Llimitations are bpeing minimised. Future use of these, in applications where

stangardisation of hardware and software production methoas are very significant, 1is
being pursued.
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